Certificate Generation With XCA

If you aren't able (or willing) to set up OpenSSL on your windows machine, there are various GUI wrappers around the toolset that you might be able to
use instead. XCA is an open-source wrapper around the OpenSSL toolset which allows you to create keys, csrs and certificates via a GUI and stores all of
the generated items in a database file.

First, you need to download XCA, which is an open-source wrapper around the OpenSSL toolset from:
http://sourceforge.net/projects/xca/

Step by Step Guide

Install XCA and run it.

. Create a new Database,

. Name it something sensible

. Save it somewhere appropriate.
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This proprietary database is useful for the XCA tool only and helps you store your keys, csrs, and certificates, the database file is not used in any part of
the process with Betfair.

Equivalent Open SSL Command - Create a public/private RSA key pair using OpenSSL

openssl genrsa -out client-2048.key 2048

® Create a public/private RSA key pair using XCA:

X Certificate and Key management = = B |

Token

FrivateKeys | Certficate signing requests | Ceruficates | Templates | Revocaton ksts |

Intern;l name Type Size Use Passwiord | [
]

-
X Certificate and Key management m

New key G‘_

Please give a name to the new key and select the desired keysize
Key properties

Mame dient-2048

Keytype [RSA -
Keysize

2048 bit

Database:

Equivalent Open SSL Command - Create a certificate signing request (CSR).

openssl req -new -config openssl.cnf -key client-2048.key -out client-2048.csr

® Select the Certificate signing requests tab and click New Request
® Select the CA template and click the Apply Extensions button.
® Please ensure that the Signature algorithm SHA 512 is selected.


http://sourceforge.net/projects/xca/

Create Certificate signing request ﬁb:\

Sowce | Subject | ions | Keyussge | Metscape | Advanced

Signing request
unstructuredhlame

Signing
@ Create a gelf signed certificate with the serial |1

Uze this Certificate for signing -

Signature algarithim SHA 512 -

Template for the new certificate
([defouit] ca =
[Acply extensons| [Appiy subject| | applyal |
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® Click on the Subject tab and enter the name etc.
® The key that you generated in the first step must be selected (if the key doesn't appear, check the "Used keys tool" box)

N® ¥ Certificate and Key management 7 s

Create Certificate signing request @

Source Subject Extensions Key usage Metscape Advanced Comment

Internal Name |BetﬁirApp1 |

Distinguished name

countryName luk | erganizationalUnitiiame | |
stateOrProvincaName | | commentiame [ |
localityName \ | emailaddress [ |
organizationame | |

Type Content Add

Private key

|New Key (RSA: 2048 bit) ~ | [ Used keys too

L ooc ([ ceneel || mep




® Click on the Extensions tab
® Ensure that Certification Authority is selected as the type.
® Click OK.

Create Certificate signing request

Source Subject Extensions Key usage Netscape Advanced Comment

%5093 Basic Constraints Key identifier

Type Certification Authority ~ %509v3 Subject Key Identifier
Path length | Critical X509v3 Authority Key Identifier
Validity Time range

Mot before 2021-09-16 09:47 GMT 10 Years Apply

Mot after 2031-09-16 09:47 GMT Midnight Local time No well-defined expiration

¥509v3 Subject Alternative Name | | Edit
X509v3 Issuer Alternative Name | | Edit
X509v3 CRL Distribution Foints [ || Edt
Authority Information Access | | Edit
[] ocsp Must Staple
oK Cancel Help

Equivalent Open SSL Command - Self-sign the certificate request to create a certificate

openssl x509 -req -days 365 -in client-2048.csr -signkey client-2048.key -out client-2048.crt -extfile openssl.cnf -extensions ssl_client

We will now create and sign a certificate from the first two steps:
® Click the Certificates Tab and click New Certificate
® Click on the Subject tab and enter the name etc.

® The key that you generated in the first step must be selected (if the key doesn't appear, check the "Used keys tool" box)



fv X Certificate and Key managerment ? -

Create x509 Certificate __;/§

Source Subject Extensions Key usage Metscape Advanced Comment

Internal Mame |BEtﬁ|rAppCert |

Distinguished name
countryiName Jux | organizationalunitivame | |
stateOrProvinceName | | commoriame [ |
localityName [ | emailadaress [ |
organizationame | |

Type Content Add

Private key

Used keys too | Generate a new key

| New Key (RSA:2048 bit)

ok || cancel || Heb

® Click on the Source tab and select the parameters shown below:

" X Certificate and Key management 7 X

Create x509 Certificate __J/B

Source Extensions Key usage Metscape Advanced Comment

Signing request

Sign this Certificate signing request |BethirAppl ~ |

[] copy extensions from the request ‘ Show request |

[] Modify subject of the request

Signing
(@) Create 3 self signed certificate

Use this Certificate for signing ~

Signature algorithm SHA 512 w

Template for the new certificate

| [defaulf] ca ~]
|applye)¢hensions| |App|ysubject|| Apply al |

OK | | Cancel | | Help




® You should make sure that your CSR is selected but that “Copy extensions from the request” is unticked and that you have selected the [default]
CA and pressed the “Apply extensions” button.

You can then press OK to create the self-signed certificate (see the result below)

\* X Certificate and Key management - O X
File Import Token Extra Help
Private Keys Certificate signing requests Certificates Templates Revocation lists
Internal name commonfame CA Serial
Ag# Betfairippl / Yes 0668D74181BDABY L= EEEElE
Export
Import
Show Details
Delete
Import PKCS#12
Import PKCS#7
Plain View
< >
Database: C:\Users\thomasn'\Desktop\BetfairSelfSigned xdb Search

Next, we need to export the certificate for use in our application.

® Export the Certificate

A" X Certificate and Key management ? x

Certificate export

Mame |Elet|'air.ﬁ.|:l|:|1 |

Filename |C:‘I,LJsers\mumasn\ﬂumments‘lﬂetfaimpp l.ort | -

PEM Text format with headers

[ ] Export comment into PEM file Export Format | PEM (*.crt) “

Cancel Help




@ You should upload the .crt file exported to the My Security page on Betfair.com to allow this certificate access to your account.
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